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TIP OF THE MONTH

This Month’s Tip: How to Access Supreme Lending Resources from Outside of
the United States

With our personal and business travel resuming, many of us may need to stay connected to the
office while on the go by using our Supreme Lending laptops. While this is not a problem when
traveling within the continental United States, it is challenging when traveling abroad. To
prevent cybercriminals from remotely accessing our networks for nefarious purposes, we block
access from locations outside of the United States. This is a common practice used by many
organizations to eliminate easy access for attackers. For team members who need to log in
from international locations, we will need to set up special access to our systems and resources.
The policy and process outlined below highlight the new requirements.

Policy

All Supreme Lending requests for laptop/desktop remote access from locations outside of the
United States must be submitted by the employee via a Service Desk ticket 5 business days
prior to departure (per “pre-approved” business risk acceptance).

Approved Remote Access Methodology
e VPN: All laptop/desktop remote access from locations outside of the United States
requires a “static IP address” (with a company-issued computer) for whitelisting
purposes with a start and end date, OR;
¢ Nutanix Virtual Data Interface (VDI)

Policy Exceptions
Exceptions to this policy will require approval by Senior Corporate Business Management (risk

acceptance).

Click here to access Supreme Lending’s Information Security Policy on Supreme Insight.

If you have any questions regarding this policy, please contact Information Security via
Mark.Nagiel@Supremelending.com. Thanks for participating in the Information Security
effort!



https://www.supremeinsight.com/documents/informationsecurity/Information%20Security%20Policy%20v.1%20-%20211438.pdf
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