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TIP OF THE MONTH

This Month’s Tip: How to Recognize and Avoid Targeted Phishing

Attacks

Phishing continues to be the most common online threat to Supreme Lending employees, so
it’s important to spot tell-tale signs and know what to do when you encounter a malicious email
message. This month, we will break down a “sample” phishing email received by a Supreme

Lending employee:

From: ligli ¥ ouill <k£|9é§ac com:

Sent:
To: yim sy <kyle @packitupboise.com>

Subject: [EXTERNAL) Stewart Title-Final CD/Settlement Statement Available | Loan # 322012089275 |Closing package Encrypted™=***
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TITLE

In order to serve you better now and in the future, Stewart Title
has a Secure E-Mail system. As a result, all users will be prompted
login with your user name and password the first time they access
this system.

You have received an encrypted Secure E-Mail from the Stewart
Title or one of its subsidiaries that may contain private and/or
sensitive data. If you have questions or concerns about this secure
E-Mail Notification, please contact your Alamo Title

representative.

Click here [mikesbirdfeeders.com] ko read your secure message,
which expires 2021-2-20 13:42 PST. Please save or export this
message and any attachments to a separate system before the
expiration to avoid losing this information.

More Info Imikesbirgfeeders com]

Thank you,
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[stewart.com]

The content of Bis emiad is confidental and infended for the recipient specified in message
only. It & siriclly forbidden 1o share any part of this message with any third party, without a
waitten consent of the sender. f you receaved this message by mistake, please roply to this
message and follow wilh its deletion, 30 thal ve can ensure such a mistake does nof cocur
in the future.



1. Conflicting Contact Information

The from address does not match the alleged sender. In the signature, we can see a legitimate
@stewart[.]Jcom address, but this email was sent from @packitupboise[.]Jcom. This is our first
red flag, and the email should be reported by using the “Report Phish” button.

2. Malicious URL

Our second red flag comes from the URL in the body of the email. You can spot a malicious URL
if the destination address does not match the context of the email. When an email is sent by
Stewart Title, you should expect the link to direct you towards an address related to their
company. In this case, the URL is taking us to hxxp://[mikesbirdfeeders[.]Jcom]. Many legitimate
and scam emails hide the destination address in a button or clickable link, but Proofpoint makes
the destination domain visible. Always check the destination domain before clicking on any link.
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TITLE

In order to serve you better now and in the future, Stewart Title
has a Secure E-Mail system. As a result, all users will be prompted
login with your user name and password the first time they access
this system.

You have received an encrypted Secure E-Mail from the Stewart
Title or one of its subsidiaries that may contain private and/or
sensitive data. If you have questions or concerns about this secure
E-Mail Notification, please contact your Alamo Title
representative.

which expires 2021-2-20 13:42 PST. Please save or export this
message and any attachments to a separate system before the
expiration to avoid losing this information.

More Info [mikesbirdfeeders com]




3. What to Do If You Receive a Phishing Email

Be suspicious of any unsolicited email you receive from someone you do not recognize.
Scammers are often very clever at disguising a phishing scam as a legitimate email from a
reputable organization. If you feel something is not quite right, always report the email to
Supreme’s Information Security by highlighting the phishing email in your inbox and clicking the

“Report Phish” button.
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FW: Stewart Title-Final CD/Settlement Statement Available | Loan # 322012089275 |[Closing package Encrypted****

From: i
Sent:
To: <kl @packitupboise com>
Subject: [EXTERNAL] Stewart Title-Final CD/Settiement Statement Available | Loan # 32201208927% |Closuing package Encrypted****

If you have any questions regarding this policy, please contact Information Security via
Mark.Nagiel@Supremelending.com. Thanks for participating in the Information Security effort!
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