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INFOSECURITY
TIP OF THE MONTH

This Month’s Tip: Tax-Related Phishing

Tax season is upon us, along with a perennial threat: tax-related phishing attacks.

These attacks are particularly dangerous because they tend to target sensitive information and
they can give cybercriminals direct access to an individual’s or an organization’s money. Tax-
related phishing emails often impersonate government tax agencies or organizations that assist
with tax preparation and filing.

Here is an example:
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TT Turbo Tax <turbotax@info-week.net> (D sty «D Spval

ngbotax.

Tax time is here again! And with new tax laws taking effect, lean on us to get your best refund!

Existing customer: click here ‘o log into your account anfd download this year’s update to your product for FREE!

Need to upgrade your product? Not to worry! Use this link to apply 40% off coupon good toward any
product upgrade.

Not a customer yet” Click here o create an account.

This offer Is good for two weeks from receipt of this email. All purchases have a 30-day money back guarantee. Offer is available to legal residents who
are at least 18 years old or have reached the age of majority at the date of purchase. Offer void where prohibited by law. Data rates may apply while
using this product.



First, look at the sender details. Does the sender address fully match what you would expect?
This email was sent from info-week.net instead of the company’s official domain.

Second, note any language that urges you to click a link or download an attachment. While
many phishing attacks try to trigger fear or concern, this message offers an enticing discount.
Threat actors hope this offer will prompt the recipient to ask fast without thinking.

Tax-related phishing could affect both business and personal accounts, so it’s important to stay
alert. If you receive a questionable or suspicious email at work, immediately report it. Here are
several tips to keep you safe this tax season:

e Know the email polices of your tax agency and tax preparer. Most will not initiate contact via
email to request sensitive information or ask that you to download something.

e Don’t click links or call phone numbers in unsolicited emails. Always use a trusted contact, like
an online bookmark or a phone number you have used before.

e Act quickly if you suspect fallen for a tax-related phish. Contact the appropriate organizations
and change any affected logins.

* Always report suspicious emails to the Supreme Lending Cyber Security Team via the Outlook
“Report Phish” button.

If you have any questions regarding this tip, please contact Information Security via
Mark.Nagiel@Supremelending.com. Thanks for participating in the information security effort!
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